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STATISTICAL OFFICE OF THE REPUBLIC OF THE REPUBLIC OF SERBIA
R U L E B O O K 

ОN STATISTICAL DATA PROTECTION IN THE STATISTICAL OFFICE OF THE REPUBLIC OF SERBIA
Belgrade, November  2010

Pusuant to Article 46 of the Law on Official Statistics (“Official Gazette of RS ”, number 104/09), Articles 7 and 35 of the Law on Government Administration (“Official Gazette of RS ”, Nos 79/05 and 101/07) and Articles 9, 15, 16  and 18 of the Law on Free Access to Information of Public Interest (“Official Gazette of RS РС”, Nos 120/04, 54 /07 104/09 and 36/10 ), I hereby adopt 
RULEBOOK
ОN STATISTICAL DATA PROTECTION IN THE STATISTICAL OFFICE OF THE REPUBLIC OF SERBIA
I. GENERAL PROVISIONS
Article 1
This Rulebook lays down the measures to be implemented so as to protect data and information in the Statistical Office of the Republic of Serbia (hereinafter: the Office). The subject of the protection are the data, information, software support, hardware, computer network and premises where equipment and installations are located.
Article 2
Statistical data of public interest, in terms of this Rulebook, are data produced by official statistics on the basis of statistical surveys from the program of statistical surveys (hereinafter: statistical data), and which are considered government, military, official or business secret. 
Confidential statistical data, in terms of this Rulebook, are individual data as well as aggregates based on which the data holder may be in whathever way recognized. 
II. PROTECTION OF STATISTICAL DATA
Article 4
Data protection, secrecy and integrity shall be secured as specified in the unique project of data processing of a selected statistical survey and in line with the Law on Official Statistics and general acts  that lay down data secrecy, as well as by means of special instructions that regulate the use of data from selected statistical surveys. 
Article 5
Secret, confidential as well as aggregated data shall be protected from unauthorized disclosure if individual information can be identified from them.
Article 6
Two copies of those data, defined in the processing program, shall be safeguarded on magnetic mediums, as well as on paper as long as anticipated by the processing program, that is, by the list of safeguarding archives and records.
Additional copies of data of statistical surveys (censuses, economic relations with the rest of the world, national accounts, complex annual surveys, industry, register of spacial units and register of organizational units, demography, employment, important classifications) shall be safeguarded in a special fireproof cabinet inside and outside the Office, as well as in special rooms intended for keeping archives.
Protection of secret data
Article 7
Secret data, in terms of this Rulebook, are meant to be data of interest for the Republic of Serbia, which have been identified and marked as secret to a certain level by means of law, other Rulebook or decision of competent bodies. 
A document, in terms of this Rulebook,  is meant to be any medium (paper, magnetic or optical medium, floppy disk, USB, smart cards, compact disk, microfilm, video and audio medium, etc.) where secret data are input or stored.
The protection of secret data and documents shall be done in accordance with the Law on Data Secrecy.
Article 8

Secret data, that is, documents, shall be safeguarded by the employees of the Office, users and other persons being officially involved or invited to official meetings who may by some means be acquainted with those data, of which they shall be informed by the Director of the Office or an authorized employee. 

The obligation to safeguard secret data, that is, documents shall be applicable even after cessation of employment in the Office. 
Article 9

Secret data cannot be subject to public discussion nor published in the media.
Article 10

The obligation to safeguard secret data refers to secret data produced in the Office, as well as to secret data forwarded to the Office by  republic ministries and organizations, enterprises and other legal persons.
Protection of confidential data
Article 11
              Confidential data from Article 3 of this Rulebook are considered official secret and cannot be published or communicated, that is, they cannot be part of aggregated data from which individual data can be identified.
              Individual data can be given only to the owner of those data.
Article 12
The protection of the integrity and secrecy of confidential data shall comply with the method specified in the program of data processing. 
Article 13 
                Only the employees of the Office authorized by decision of the Director of the Office shall have access to confidential data from administrative sources. 
Article 14
               Confidential data without the identifier can be delivered outside the Office upon written request and Director’s authorization. 

               In the case of data from administrative registers, the register owner’s approval shall be needed. 
Article 15
The user’s written request for confidential data shall contain the purpose for which they will be used.
The use of confidential data shall be regulated by the Office by means of a special contract that shall bind the user to use those data exclusively for the purposes indicated in the written request, and to prevent unauthorized persons from accessing those data, as well as to destroy them after having made use of them.
The Office shall keep records about the users of confidential data and the purposes for which they will be used. 

Article 16
When processing confidential data for the users, data protection shall be such that individual data cannot be identified on either level of aggregated data. 
Article 17
The organizational unit competent for data processing shall keep magnetic mediums with confidential data in a cabinet intended for their safeguard under special protection measures.
Magnetic mediums shall be numbered and entered in the book of records, which shall be kept separately from other books. The book of records shall contain data on the use of magnetic mediums: purpose and time of use, person who has had access to data and other relevant information.

Protection measures in case of loss of data
Article 18

If data are lost, copies from Article 6 of this Rulebook shall be used and actions shall be taken against the persons accountable for their loss.
Article 19

The persons who causes the loss of data or their confidentiality during the working process or in any other way shall be held accountable, and disciplinary or criminal proceedings may be initiated against them. 
III TRANSITORY AND FINAL PROVISIONS
Article 20
Data protection measures shall be observed by the employees in the scope of regular activities, which shall also immediately inform competent persons about doubtful matters and occurences related to data protection endangering.  
Article 21
If need to be, professional training of the  employees related to the implementation and imporvement of protection measures shall be organized. 
Article 22
The coordination of activities and control of protection measures implementation shall be performed by a competent person who shall be authorized by the Director of the Office.
Article 23

This Rulebook does not involve technical protection measures: computer hardware, software, computer network, data stored on mgnetic mediums and the premises where the employees, equipment and installations are. 
Protection measures from paragraph 1 of this Article of the Rulebook shall be regulated in detail by a special act given below (Instructions about Data and Information Protection Measures).  

Article 24
With the entry into force of this Rulebook, the Rulebook on Free Access and Protection of Statistical Data in the Statistical Office of the Republic of Serbia adopted on 11 March 2009 under the number 06 Number 010-194 shall be nullified.
Article 25
This Rulebook shall enter into force the day following the data of its adoption.
xxNumber   xxx-xxx               


                                                 the Director
Беlgrade, XX.11.2010 



        Dragan Vukmirovic, prof. PhD
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