PAGE  
2

Statistical Office of the Republic of Serbia 
RULEBOOK
of storage and organization of statistical data 
Belgrade, November 2010 
Pursuant to Article 35, the Official statistics law (Official gazette RS, number 104/09), Articles 7 and 35, the Public administration law (Official gazette RS, number 79/05 and 101/07) and Articles 9, 15, 16 and 18, the Law on free access to information of public importance (Official gazette RS, number 120/04, 54/07, 104/09 and 36/10), hereby we pass the following
RULES 
of storage and organization of data with

the Statistical Office of the Republic of Serbia 
I. GENERAL PROVISIONS
Article 1
These rules shall determine the ways of storing and organizing statistical data and the provisions and measures of their protection with the Statistical Office of the Republic of Serbia (hereinafter: SORS), in order to prevent their destruction, misuse, theft or illegal access. 
Article 2
For the purpose of these rules, statistical data of public importance shall be the official statistics obtained by processing the data of statistical surveys as defined in the program of statistical surveys (hereinafter: statistical data, statistics), and which are not considered to present state, official or business secret.  
Article 3
For the purpose of these rules, confidential statistical data shall be individual data, as well as grouped data, for which data holder may be identified.
Article 4
For the purpose of these rules, archived data shall be all statistical data, respective programs, metadata and other routines that enable official statistics production.

II. DATA STORAGE AND ORGANIZATION 
Working backup copies  
Article 5
In order to protect data from being lost – daily, weekly and monthly working backup copies shall be produced (working backup). Daily backup shall be of partial volume, and weekly and monthly backup shall be complete. Two backup copies shall be always created, one of which shall be stored in external magnetic media before professional data storage systems have been obtained. 
Article 6
In accordance with the procedure that shall be duly passed, persons authorized and being in charge of conducting certain statistical surveys (hereinafter: authorized persons) shall be obliged to submit written requests that the archive filed data should be included when making backup copies. 

Article 7
One copy of monthly backup shall be stored in a fireproof cabinet. Backup copies shall be destroyed 12 months after the moment of their creation. 
Archives of official statistics
Article 8
On written request placed by authorized person, the respective data shall be filed in archives.     
Article 9
Archived data relative to censuses shall be permanently stored. All other archives shall be stored pursuant to the Official statistics law. 

Article 10
Two copies of all archived data relative to certain statistical surveys, as defined by the processing project, shall be stored in magnetic media, as well as in paper form, for the period of time stipulated by the processing project, i.e. as provided in the list of storage of archive and register data.

Supplementary copies of statistical surveys’ data (areas of censuses, external trade, national accounts, complex annual account, industry, register of territorial units and register of organization units, demography, employment, major classifications) shall be kept in special fireproof cabinets at the SORS and out of the SORS, as well as at the special premises for keeping archives. 
Article 11
The provisions of protection, confidentiality and integrity of archived data shall be implemented in a way as envisaged by the processing project for certain statistical survey and pursuant to the Official statistics law and the SORS general acts that stipulate data confidentiality, and also as defined by special rules for using data of certain statistical surveys. 

Article 12
Secret and confidential, as well as aggregated statistical data wherefrom individual data can be recognized and identified, shall be protected from unauthorized access in accordance with the SORS Rules of statistical data protection. 
Article 13
The Policy on maintaining archives and backup copies shall be passed and thereby the respective procedures and organization of archives shall be defined in more details.

III. ARCHIVES USAGE 
Authorization 
Article 14
Authorized users only may have free access to archive files. 
The SORS staff may have access only to the data and information that are required for their regular activities and tasks as envisaged by their position, or on special approval. 

For all other access, the general rules provided by law or other acts shall apply.
Article 15
The users of the SORS computer system shall be granted respective user identification codes in order to use certain services. 
User identification codes for the SORS staff members shall be opened on approval of the head of the respective SORS division, and for external users the approval shall be granted by the SORS Director. 
User identification shall be opened by an authorized person, who simultaneously makes password installed.  
Identified user shall be responsible for all operations with the respective identification and has to be instructed to use computers, services, applications, databases and data, for which the authorization shall be granted, and the same may be used only for the operations for which the authorization apply.

Data loss protective measures 
Article 16

In case of data loss, the copies as defined in Article 10 hereof shall be used and the respective measures shall be undertaken against the persons responsible for the data loss. 
Article 17

Persons that within their routine operations or in any other way, intentionally or otherwise, cause loss of data or break confidentiality shall be held responsible and discipline procedure or legal proceedings may be started against them. 
V. FINAL PROVISIONS
Article 18
The SORS staff members are obliged to observe the procedures stipulated hereby in their routine operations, and promptly to advise authorized persons on arising issues and cases of endangering protected archives and their illegal use. 
Article 19
An authorized person, appointed by the SORS Director, shall carry out the coordination of activities and supervise the implementation of the stipulated procedures. 

Article 20

These rules come in force on the day following the day of their execution. 
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