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Pursuant to articles 7 and 35 of the Law on State Administration (“Official Journal of the Republic of Serbia”, No 79/05 and 101/07), articles 9, 15, 16 and 18 of the Law on Free Access to Information of Public Importance (“Official Journal of the Republic of Serbia”, number 120/04, 54/07, 104/09 and 39/10) and Rulebook on statistical data protection in SORS, I hereby adopt the:     

GUIDELINES 
ON MEASURES OF DATA AND INFORMATION PROTECTION IN THE STATISTICAL OFFICE OF THE REPUBLIC OF SERBIA 

1. SUBJECT OF PROTECTION 
Article 1 
Subject of data and information protection in the Statistical Office of the Republic of Serbia refers to data, information, program support, IT tools, computer network, as well as the premises where equipment and installations are stored.
2. PROCEDURE OF IT SYSTEM USAGE AND ACCESS 
Article 2 
Access to individual data and information from article 1 of the Rulebook can be provided to authorized users only.  
Employees in the Office can access only the information and data that are necessary for performing their regular duties and tasks, in compliance with the working post description or according to particular permission.
General rules, as stipulated by the Law or by other acts will be applied to all other persons.
Article 3 
Users of the IT system of the Office are provided with relevant IDs to use particular services.
Providing the user’s ID is responsibility of the Head in charge of the tasks that the employee performs and regarding the users outside the Office, the IDs are approved by Office’s Director General.
User’s ID is set up by authorized employee who also provides the initial password.
User of ID is responsible for all the issues performed with his/her ID and must be trained for using computers, services, applications, databases and data that he/she is allowed to use and can use the before-mentioned only to perform the tasks he/she is responsible for.   
3. PROCEDURE FOR APPLYING THE PROTECTION MEASURES  
Article 4

Local computer network of the Office and local computer networks of regional departments are connected with the network of public administration of the Republic of Serbia via the Internet and other computer networks, only when appropriate level of protection is provided.
Article 5

Employees of the competent organizational unit of the Office, that perform the tasks related to installations and management of operating systems and their sub-systems needed for functioning of local computer networks and connections with other networks are obliged to, in scope of their regular duties, perform the following:
- provide appropriate protection level of the before mentioned networks, 
- provide automatic evidence on usage and functioning of the mentioned networks, 
- monitor usage of the listed networks, and
- inform the head about any unauthorized usage. 
Employees of the Office, from paragraph 1 of this article are obliged to constantly monitor technological development in the area of protection and make proposals regarding the measures requested for improvement of the protection system.  
Article 6

Each personal computer in the Office must contain installed latest version of the appropriate anti-virus program that is officially used in the Office. 
Employees in the Office are obliged to adequately use anti-virus programs on their PCs and in case of possible problems, to inform the responsible persons. 
Article 7
Employees in the Office are obliged to respect the general rules related to hygienic and technical protection while using electric appliances, as well as to protect the assigned working stations and other equipment from physical damage.
Every damage, IT equipment loss or loss of their parts must be reported by the responsible employee in written form.
All problems regarding IT equipment functioning must be reported by the responsible employee to the competent unit of the Office that performs the tasks of equipment maintenance.
Opening personal computers and changing the configuration can be conducted only by the workers in charge of equipment maintenance. 
Change of working station location can be done exclusively by employees of the organizational unit from paragraph 4 of this article.
Article 8

IT center and other premises with ICT and related equipment of general interest must be always locked and monitored during regular working hours and after that.
Operator on duty controls functioning of the related equipment provides optimal conditions necessary for IT equipment, particularly before starting and during the work. In case required parameters cannot be provided, operator takes the necessary steps to turn off the jeopardized equipment in cooperation with other employees responsible for managing the equipment and, also informing the competent head in the Office. 
Operator on duty also controls functioning of IT equipment, particularly modems and lines, immediately taking measures to arrange possible irregularities in cooperation with other responsible employees.
All irregularities in functioning of the equipment from paragraph 1 of this article must be recorded by employee responsible for equipment managing; the records must include: type of flaw, time and reason for irregularity, time of equipment repair, as well as the person who performed the interventions, including time and type of the actions accomplished.  .

Article 9

Access to premises from Article 8, paragraph 1 is allowed in order to perform installation and management tasks, equipment monitoring; access is permitted to Office’s employees who perform the mentioned tasks and, if needed, to employees of other services engaged in performing such tasks and tasks of cleaning and keeping of the premises.  
Access to premises from article 8, paragraph 1 can be also permitted to other persons, but only with particular permission of the Director General and with attendance of the responsible Office’s employee who performs the tasks from paragraph 1 of this article.    
Article 10

In the premises from article 8, paragraph 1, no other materials can be kept, except those used for performing the tasks in the related premises. 
Only the cassettes being used for current processing can be kept outside the cabinet.
Printed materials are placed in particular boxes, whereof they are taken by users, except confidential ones that must be delivered directly. 
Article 11

Providing data secrecy and integrity is performed according to unique project of data processing related to particular statistical survey, as stipulated by the Law on official statistics and general acts of the Office that define data secrecy, as well as particular guidelines that regulate usage of the data provided by certain statistical surveys. 
Individual data are protected from unauthorized changes, deletion and reveal.
Aggregated data are protected from unauthorized change and deletion; if any individual data can be recognized in aggregated data, such aggregated data are also protected from unauthorized reveal.  
Two copies of all data defined in the project of processing are to be kept on magnetic or optical media for as long as predicted by the before-mentioned project of processing. 
Additional copies of the data related to the most significant statistical surveys are to be also kept in special fireproof cabinet in the Office and without the Office.
Article 12
According to determined dynamics (daily, weekly and monthly), copies of all users’ and system disks of the mainframe are made to cassettes, out of which twelve monthly copies are kept for a year in a fireproof cabinet. 

            Two copies of the previously defined databases are made on PC servers, out of which one is placed on the server that contains the data (due to easier recovery) and the other one on STORAGE server (due to safety); according to the determined dynamics, they are transmitted to CD and DVD and kept in IT system hall.
Article 13
In order to conduct measures of data secrecy and integrity protection, as well as unauthorized data providing, specialized software will be used for monitoring entire IT system resources and data and information transmitting.  
4. PROCEDURE FOR CONDUCTING PROTECTION MEASURES IN CASE OF EMERGENCY 
Article 14

Protection of IT system from fire, natural inclemencies and other cases of emergency is performed according to general act regulating fire protection in the premises of the Office. List with names and organizations, together with phone numbers is stored in IT system hall, so as to provide notification in case of emergency and natural inclemencies.  
Fire extinguishing in the premises of IT center is done with stabile appliances for automatic fire extinguishing and manual appliances filled with halon.
Article 15

In case of emergency, additional protection measures are specified in order to provide continuation of work under changed circumstances and organize partly or complete termination of certain processes and continuation of work on other locations and with changed IT equipment, as determined.  
5. MEASURES OF PROTECTION IN CASE OF DATA LOSS 
Article 16

In case of data loss, used are the copies mentioned in article 11, paragraphs 4 and 5 and article 12 and conducted are the measures against persons responsible for data loss.
Article 17

Person, who during the process of work or in some other way, accidentally or deliberately provokes data loss or loss of data confidentiality, damage of IT equipment or software, as well as their misuse, is taken as responsible person and disciplinary or criminal proceeding against him/ her can be initiated.   
6. TRANSITIONAL AND FINAL PROVISIONS 
Article 18

All employees of the Office are obliged to obey the measures of data and information protection in scope of their regular duties and to immediately inform responsible heads and Director General of the Office about disputable issues, imperiled data protection situations and unauthorized data usage.   

Article 19

If required, professional training of the employees of the Office is to be organized, so as to provide instructions for applying and improving the protection measures, with the approval of the Director of the Office.
Article 20

Coordination of the activities and control of conducting protection measures is performed by the responsible person, authorized by the Director of the Office.
Article 21

On the day of entry into force, this guideline shall supersede the Guideline on measures of data and information protection in IT system of the Statistical Office of the Republic of Serbia, of 11.03.2009, number 06/ 010-195.  
Article 22
This guideline is applied the following day from the date of its enactment.
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